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ABSTRACT 

In recent years, there has been a noticeable 

decrease in the time it takes for hackers to exploit 

newly discovered vulnerabilities. This is well shown 

by recent incidents, such the Log4j vulnerability. 

Hackers began searching the web for sites that 

would be susceptible to the vulnerability in the 

hours after its publication, with the intention of 

deploying malware such as bitcoin miners and 

ransomware on such hosts. Therefore, in order to 

maximise the efficacy of preventative operations, it 

is crucial for the cybersecurity defence strategy to 

recognise threats and their capabilities as early as 

feasible. The enormous amount of data and 

information sources that need to be analysed for 

indications that a danger is growing makes finding 

new threats a tough undertaking for security 

analysts, despite how vital it is. To that end, we 

provide a system that can automatically detect and 

profile new threats based on their characteristics, 

with MITRE ATT&CK serving as a database of 

threat information and Twitter posts as an event 

source. The three primary components of the 

framework are as follows: first, the naming and 

classification of cyber threats; second, the use of 

two machine learning layers to filter and categorise 

tweets in order to profile the detected danger 

according to its aims or goals; and third, the 

creation of alarms depending on the risk posed by 

the threat. Our study primarily offers a method to 

categorise and profile the detected threats according 

to their objectives, which gives more background 

information about the danger and potential ways to 

lessen its impact. Our tests showed that the profiling 

stage was 77% accurate in its threat profiling. 

INTRODUCTION 

 

Because of the rise of hyper-connectivity and hyper-

mobility, people are more and more dependent on the 

Internet for their personal, professional, and societal 

lives. The Internet has grown into an essential tool 

for governments, corporations, and society as a 

whole, but it has also raised concerns about the 

prevalence of cyber assaults driven by malicious 

actors. Intelligence on cyber vulnerabilities and 

assaults, often called threats, must be timely if 

organisations are to be protected against cyber 

exploits [1].  

 

An example of threat intelligence would be 

"evidence-based knowledge, including context, 

mechanisms, indicators, implications, and actionable 

advice, about an existing or emerging menace or 

hazard to assets that can be used to inform decisions 

regarding the subject's response to that menace or 

hazard." [2]. Cyber threat intelligence, also known as 

threat intelligence in the cyber security sphere, aids in 

the identification of possible security vulnerabilities 

and assaults by providing up-to-date and pertinent 

information, such as attack signatures.  

 

Both official and informal sources formally 

disseminate threat information in structured data 

format, from which cyber threat intelligence may be 

typically retrieved. A similar format and structure are 

adhered to by structured threat intelligence, which 

follows a well-defined data model. Security 

technologies may quickly analyse and react to 

security risks based on structured cyber threat 

information. Two official databases that collect 

information on cyber threats are the National 

Vulnerability Database (NVD) and the Common 

Vulnerabilities and Exposures (CVE) 

database.Informal sources of cyber threat intelligence 

include public forums, social media, dark webs, 

blogs, and public blogs. Any Internet user or 

organisation may use informal sources to instantly 

disseminate danger intelligence in an unstructured 

data or natural language manner. One name for the 

freely accessible, unstructured threat information is 
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Open Source information (OSINT). Intelligence 

services pertaining to cyber defence serve as early 

warning systems for cyber security incidents 

including exploitation of security vulnerabilities.  

Cybercriminals usually need to do the following 

before launching an attack: 1) find security holes; 2) 

learn how to exploit such holes; 3) choose a target 

and enlist help; 4) build or buy the infrastructure 

required; and 5) plot and carry out the assault. It is 

possible for victims, security experts, and system 

administrators to coordinate a response to assaults or 

discuss potential vulnerabilities. The digital 

footprints left behind by these behaviours are 

commonly traced back to their occurrence on social 

media, (open and dark) web forums, and professional 

blogs. Taken as a whole, these digital footprints 

provide important information about the ever-

changing nature of cyber threats and may alert users 

to an impending or ongoing assault before any 

harmful actions are detected on the targeted system. 

As an example, Twitter is a good place to talk about 

vulnerabilities before they're publicly announced, and 

dark web forums are even better. 

LITERATURE SURVEY 
Intelligence collected via publicly accessible sources, 

including as blogs, social media, wikis, and forums, 

is known as open source intelligence (OSINT). 

Platforms like this are often used by cybercriminals, 

system administrators, security experts, and victims 

of cyberattacks to discuss exploits and vulnerabilities 

and to coordinate responses to assaults. Data 

collected from open source intelligence (OSINT) 

sources can supplement intelligence gathered from 

structured intelligence sources, which typically 

provide indicators of compromise (IOCs) like 

malicious IP addresses and hashes, which security 

platforms must monitor or block, but its volume and 

unstructured format make it more difficult to 

consume. Given Twitter's big data features—a huge 

amount of data, a very broad pool of users, high 

accessibility, and, most importantly, the fast 

generation of new content—and its capacity to 

naturally aggregate numerous sources, we have 

decided to utilise it as an OSINT source. The 

cybersecurity industry loves this platform because it 

allows offensive and defensive practitioners to talk 

shop, report attacks, promote malware, and provide 

timely signs of vulnerabilities, assaults, and other 

cyber events that security researchers find interesting. 

Over the last decade, Twitter has grown into a 

significant intelligence resource. Researchers have 

been able to utilise Twitter to gather intelligence on a 

variety of topics, including terrorist acts, earthquakes, 

forest fires, and more, because to the real-time nature 

of the information posted there. various first reports 

of cyber incidents, such as the revelation of various 

0-day vulnerabilities, user reports of distributed 

denial of service assaults, and the exposing of 

ransomware operations, highlight Twitter's usefulness 

in terms of security. As an example, the worldwide 

ransomware epidemic of "Petya/NotPetya" in June 

2017 was covered by mainstream media after 

extensive discussion on Twitter. Log4Shell is another 

example of a more modern cyber threat that was first 

discussed on Twitter. An attack known as Log4Shell 

took use of a flaw in the widely used Java logging 

library Log4j2 (CVE 2021-44228). On December 9, 

2021, the Twitter account @P0rZ9 revealed the 

Log4j2 vulnerability and provided a link to the attack 

code, which allows a simple approach to exploit a 

vulnerability. In the hours after this tweet went live, 

hundreds of Twitter accounts, including those of 

cyber security experts and independent researchers, 

began discussing the flaw. Several frameworks for 

detecting and analysing threat indicators in the 

TwitteR have been proposed in recent years as a 

result of research on Twitter-based OSINT collection, 

which is expected given the significant and persistent 

presence of the cyber security community on Twitter. 

Based on real-world observations, Mitre ATT&CK is 

a knowledge library on adversary tactics and 

procedures that is available worldwide. Cybersecurity 

product and service providers, government agencies, 

and commercial companies all utilise the ATT&CK 

knowledge source as a springboard for creating their 

own unique threat models and approaches.4 When 

first developed in September 2013, the ATT&CK 

paradigm mainly targeted the Windows business 

environment, as stated in MITRE ATT&CK Design 

and Philosophy. Just so we're clear, let's say an 

enemy is planning to hack into a company's systems 

in order to steal sensitive information. If the attacker 

wants to steal data from a company's systems, they'll 

need to get into those systems, hop from host to host 

until they reach the server. The MITRE ATT&CK 

database may be used to trace every step an attacker 

has taken since breaking into the company's systems 

in order to steal the data. For instance, the 'Valid 

Credentials' method may be used to access the 

company's system, which is connected to the 'Initial 

Access' approach. Maintaining this example, MITRE 

ATT&CK not only maps strategies and methods but 

also gives a list of procedures on how adversaries 

proceed to implement each approach. Every approach 

has its own set of mitigation and detection processes, 

which are both provided by MITRE ATT&CK. 
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While detection refers to techniques to identify an 

intrusion using the approach, mitigations are 

suggestions for how defenders might use the 

technique to lessen the likelihood of being effectively 

targeted by it. By now it should be clear that MITRE 

ATT&CK is a gold mine of information for cyber 

security experts everywhere, but notably for 

defenders, who can utilise it to research and prepare 

for a wide variety of assault methods. However, our 

goal in this study is to find more ways to use MITRE 

ATT&CK as a resource for both people and robots. 

Our goal is to use this collaborative and ever-

changing knowledge base to build machine learning 

algorithms that can automatically profile cyber 

threats based on their intentions and block out tweets 

about harmful conduct. 

SYSTEM ANALYSIS 
There has been a lot of progress in cybersecurity 

research in recent years, and it is a growing issue for 

most organisations. The Security Operations Centre 

(SOC) serves as the nerve centre of these 

organisations, protecting them from cyber attacks. In 

order to keep an IT infrastructure safe and up-to-date, 

the SOC needs reliable threat information that is both 

timely and relevant. As a result, security analysts aim 

for danger awareness via the consumption of several 

information sources. Doing it manually, however, is a 

time-consuming and laborious process that, due to 

the abundance of irrelevant data, may provide little 

useful information. Open Source Intelligence 

(OSINT) is a valuable tool for spotting new cyber 

dangers, according to studies.  

Gathering, analysing, and using information derived 

from publicly accessible sources is known as open 

source intelligence (OSINT) [21]. Blogs, forums, 

social media, black web, and deep web are some 

examples of open source intelligence (OSINT) 

sources. Cybersecurity events, new threats, and 

vulnerabilities, as well as any other relevant 

information, may be published in real-time using 

natural language on such platforms. Among open 

source intelligence (OSINT) sources for cyber threat 

information, Twitter stands out as a prominent 

example [22]. Hackers, system administrators, and 

cyber security specialists are always sharing their 

experiences and discussing the technical aspects of 

cyber assaults on Twitter [4]. 

SYSTEM DESIGN 
The system requirements, operating environment, 

architecture of the system and subsystems, design of 

files and databases, input formats, layouts of output, 

processing logic, external interfaces, and detailed 

design are all documented in the system design 

document. 

MODULES 

Service Provider: 

The Service Provider must provide their username 

and password in order to access this module. After he 

successfully logs in, he will be able to perform things 

like browse datasets and run tests and training on 

them. View the results of the trained and tested 

accuracy in a bar chart, see the predicted data sets, 

see the ratio of cyber threat identification types, see 

all remote users, and view the cyber threat 

identification types. 

View and Authorize Users 

The admin can get a complete rundown of all 

registered users in this section. Admins may see user 

information including name, email, and address, and 

they can also authorise people here. 

 METHODOLOGY: 
The data is partitioned into sets and then trained for 

distinct models, as seen in the picture above. A 

training set (consisting of 80% of the dataset) and a 

pre-training set (20%) were first created. Both the 

pre-train and pre-test subsets made up 80% of the 

pre-training set. • The next step is to split the training 

set in half, with 80% going into the train set and 20% 

into the validation set. A similar split exists here, 

with 80% going to the train set and 20% to the test 

set. I now have two non-overlapping sets: one for 

train validation and one for test. • To determine 

which models performed best on the provided 

dataset, the pretrain set was used. I selected the top 

four models from the pretest batch. The mean 

absolute errors were used to compare their 

performance. After identifying the top four models, 

we fine-tuned their hyperparameters and picked the 

most effective one. 

 SYSTEM ARCHITECTURE 
 The conceptual model that describes the 

structure, behaviour, and additional perspectives of a 

system is called a system architecture. A system may 

be formally described and represented in an 

architectural description. Structured to facilitate 
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reasoning about the system's architecture and 

behaviours. 

 

Figure 1: System Architecture 

Construction of Use case diagrams: 

Using the results of a use-case study, UML 

developers may construct a specific kind of 

behavioural diagram known as a use case diagram. Its 

objective is to provide a visual summary of a system's 

functionality shown in terms of players, their 

objectives (use cases), and any interdependencies 

among those use cases. A use case diagram's primary 

goal is to reveal which actors are responsible for the 

execution of certain system operations. One may 

illustrate the functions of the system's participants. 

 

Figure 1 Use Case Diagram 

OUTPUT SCREENS 

MAIN PAGE 

 

Login page 

 

User  page 
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Dataset values 

 

 

 

CONCLUSION 
Analysts have the difficult but critical responsibility 

of staying abreast of the ever-changing cyber security 

industry, where new vulnerabilities and threats 

emerge at any moment. A novel danger may provide 

an unconventional method to circumvent the 

defences, necessitating a prompt reaction, even after 

implementing the best controls and adopting the best 

practices. In this approach, a comprehensive cyber 

security system relies heavily on up-to-date 

information on new cyber risks.  

Based on the natural language analysis of Twitter 

tweets, this study suggests an automated system for 

identifying and classifying cyber threats. Timely 

extraction of useful information about emerging 

dangers requires cooperation with the laborious 

process of monitoring Twitter, a rich source of 

information.  

What sets this piece apart from others is that it does 

more than just identify the problem. By comparing 

the language used in tweets with the actions taken by 

actual threats documented in the MITRE ATT&CK 

database, it hopes to determine the threat's objectives. 

The cyber security community is working to 

automatically characterise cyber threats based on 

their intentions, and one method to make the most of 

this effort is to train machine learning algorithms 

using this developing and collaborative knowledge 

base.  

We conducted a research experiment and then put our 

strategy to the test by running the suggested pipeline 

for 70 days to generate online warnings for the Threat 

Intelligence Team of a major Brazilian financial 

institution. During this time, the team took 

precautions in response to at least three dangers, 

including the Petit Potam instance (discussed in 

Section V). Our system notified the team about Petit-

Potam seventeen days before to Microsoft's official 

patch release. During this time, the defence team put 

measures in place to prevent exploits and, by 

extension, mishaps.  
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Based on our experimental results, the profiling stage 

achieved an F1 score of 77% when it came to 

accurately identifying threats from 14 distinct 

strategies, with a false alarm ratio of 15%. We 

believe it is critical to make progress in the profiles 

stage to achieve greater accuracy in identifying the 

method linked with the detected threat, as well as in 

the tweets selection phases (Unknown Words and 

One-class) to improve the false positive rate. Here, 

we're trying out a new natural language processing 

strategy by modifying the Spacy29 Python library's 

part-of-speech (POS) algorithm implementation. The 

goal is to find tweets where the activity described 

(the root verb) is referring to the unknown term (the 

subject), and then figure out which sentences include 

that word (the object). 
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