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Communication which takes place between two peers in the form of text, is usually encrypted
by a key which can be either symmetric or asymmetric. Hacker tries to obtain the key by
cryptanalysis, thereby obtaining the text. The proposed system places the encrypted text inside
an application along with a steganographically hidden image which contains the key and the
application is hidden by another application. This is sent to the receiver. The receiver opens the
outer application and decrypts the key in the steganographically hidden image. Now the original
application, which contains the encrypted text, opens. The cipher text received will be decrypted
by the receiver. The last two characters indicate the code of the encryption algorithm used. The
receiver has to identify the algorithm and decrypt the cipher text using the same. Now the receiver
obtains the plain text. The proposed system improves the security of communication. The system
is implemented using more than one cryptographic algorithm, this helps in providing security to
the data in case of any unauthorized access of data passing through network. As the security
enhancements are provided using the steganography user key retrieval and application hiding
techniques, the data security is achieved in higher level.

INTRODUCTION

steganographic system thus embeds hidden
content in unremarkable cover media so as not
to arouse an eavesdropper’s suspicion. In the
past, people used hidden tattoos or invisible ink
to convey steganographic content. Today,
computer and network technologies provide easyto-use
communication
channels
for
steganography. Essentially, the information-hiding
process in a steganographic system starts by
identifying a cover medium’s redundant bits (those
that can be modified without destroying that
medium’s integrity). The embedding process

Steganography and Cryptography are two popular
ways of sending vital information in a secret way.
Steganography hides the existence of the
message and the Cryptography distorts the
message itself. There are many cryptography
techniques available; among them AES is one of
the most powerful techniques. In Steganography,
we have various techniques in different domains
like spatial domain, frequency domain etc. to hide
the message. Steganography is the art and
science of hiding communication; a
1
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creates a stego medium by replacing these
redundant bits with data from the hidden
message. Modern steganography’s goal is to
keep the presence of the message undetectable
from an unauthorized access. In this project we
are developing a system where we develop a new
technique in which Cryptography and
Steganography are used as integrated part along
with newly developed enhanced security module.

hard-to-guess passwords, logging off unused
systems, and not discussing sensitive
procedures with outsiders.
The word is derived from the Greek kryptos,
meaning hidden. The origin of cryptography is
usually dated from about 2000 BC, with the
Egyptian practice of hieroglyphics. These
consisted of complex pictograms, the full
meaning of which was only known to an elite few.
The first known use of a modern cipher was by
Julius Caesar (100 BC to 44 BC), who did not
trust his messengers when communicating with
his governors and officers. For this reason, he
created a system in which each character in his
messages was replaced by a character three
positions ahead of it in the Roman alphabet.In
recent times, cryptography has turned into a
battleground of some of the world’s best
mathematicians and computer scientists. The
ability to securely store and transfer sensitive
information has proved a critical factor in success
in war and business.Because governments do
not wish certain entities in and out of their
countries to have access to ways to receive and
send hidden information that may be a threat to
national interests, cryptography has been subject
to various restrictions in many countries, ranging
from limitations of the usage and export of
software to the public dissemination of
mathematical concepts that could be used to
develop cryptosystems. However, the Internet
has allowed the spread of powerful programs and,
more importantly, the underlying techniques of
cryptography, so that today many of the most
advanced cryptosystems and ideas are now in
the public domain.

INTRODUCTION ABOUT
CRYPTOGRAPHY
Cryptography is a method of storing and
transmitting data in a particular form so that only
those for whom it is intended can read and
process it. The term is most often associated
with scrambling plaintext (ordinary text,
sometimes referred to as clear text) into cipher
text (a process called encryption), then back
again (known as decryption). Cryptography is a
method of storing and transmitting data in a
particular form so that only those for whom it is
intended can read and process it. Cryptography
is closely related to the disciplines of cryptology
and cryptanalysis. Cryptography includes
techniques such as microdots, merging words
with images, and other ways to hide information
in storage or transit. However, in today’s
computer-centric world, cryptography is most
often associated with scrambling plaintext
(ordinary text, sometimes referred to as clear text)
into cipher text (a process called encryption), then
back again (known as decryption). Procedures
and protocols that meet some or all of the above
criteria are known as cryptosystems.
Cryptosystems are often thought to refer only to
mathematical procedures and computer
programs; however, they also include the
regulation of human behavior, such as choosing

PROBLEM STATEMENT
In any cryptosystem application the sender sends
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application can be unhidden in the receiver side
using the key retrieved by decrypting the
steganographically hidden image. The last two
characters of the encrypted text are used to
identify the type of encryption algorithm used.

the data to the receiver via network on encrypting
the data using a cryptographic algorithm and the
same algorithm is used by the receiver for the
purpose of decrypting the received text. The key
and the algorithm must be shared before the
communication process starts between the
sender and receiver. The unauthorized person
or the hacker may try to hack the key of this
cryptographic communication. When the key is
known to the unauthorized person, the it becomes
easy to get all the information passed through
the communication.

Advantage of proposed system
• Very secure, hard to detect.
• Application hiding is done.
• More than one cryptographic algorithm can be
chosen by the user.

PROJECT DESCRIPTION

EXISTING SYSTEM

Overview of the project

The Cryptography and Steganography used for
securing data transfer using images as cover
objects for Steganography and key for the
Cryptography.The data hiding using Cryptography
and Steganography , the system works as in
Cryptography it uses AES Algorithm to encrypt
the data and a part of the message is hidden in
DCT of an image; remaining part of the message
is used to generate two secret keys which make
this system highly secured.

Communication which takes place between two
peers in the form of text, is usually encrypted by
a key which can be either symmetric or
asymmetric. Hacker tries to obtain the key by
cryptanalysis, thereby obtaining the text. The
proposed system places the encrypted text inside
an application along with a steganographically
hidden image which contains the key and the
application is hidden by another application. This
is sent to the receiver. The receiver opens the
outer application and decrypts the key in the
steganographically hidden image. Now the original
application, which contains the encrypted text,
opens. The cipher text received will be decrypted
by the receiver. The last two characters indicate
the code of the encryption algorithm used. The
receiver has to identify the algorithm and decrypt
the cipher text using the same. Now the receiver
obtains the plain text. The proposed system
improves the security of communication.

Disadvantage of existing system
• No application hiding is done.
• Only one cryptographic algorithm is used.

PROPOSED SYSTEM
The proposed system consists of an application
which is used for hiding the cryptosystem
application. The sender sends the cryptosystem
application along with the steganographically
hidden image which contains the encoded secret
key. The system has more than one cryptographic
algorithm for encryption and decryption, from
which the users can choose one or two
algorithms according to theirs need. The

List of modules
§ Data Owner Message Sharing
§ Encryption and Confinement
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§ User key Retrieval
§ Decryption

can be done by the receiver to receive the original
message that was sent by the sender.

MODULE DESCRIPTION

DATA FLOW DIAGRAM

DATA OWNER MESSAGE SHARING
The data owner sends the messages using the
cryptosystem application to another user through
the network. The data owner sends the key which
is used for retrieving the information during the
decryption process by using the technique of
Steganography.

ENCRYPTION AND CONFINEMENT
The confinement process helps to prevent the
cryptographic system from unauthorized or illegal
usage. The encryption process may be carried
out using one or more algorithms that are used
in the system. The encrypted text also contains
an indication for specifying the algorithm used for
encrypting the plain text. So that, the receiver will
use the same algorithm for decrypting the text
received by him, in order to get the original
message.

CONCLUSION
In this work, the confidentiality is brought to the
sender that even though the unauthorized user
or the hacker tries to attack the message passed
via network and the key is retrieved by the hacker,
it is hard to retrieve the message that was sent
by the user. As more than one cryptographic
algorithm is used is also provides additional
security to the data processed.

USER KEY RETREIVAL

FUTURE WORK

The receiver receives the data from the network
along with a steganographically hidden image.
The key which is hidden using the steganography
can be retrieved using the steganography
application. This can be done only by a authorized
user of the cryptosystem. The key which is
retrieved by the process of steganography is used
for the purpose of unhidding the application that
is used as a cover application for the
cryptosystem application.

In the future enhancement of our proposed
system, there can be options available for more
than two cryptographic algorithms for encrypting
the data to be sent. The enhancement can also
be brought in terms of using the steganography
technique for also the purpose of hiding the data
processed in the cryptographic system, instead
of using it only for hiding the key.
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